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Boundary Enforcement: Why Al
Containment Becomes Adversarial

HIGHLIGHTS

Governance controls are evaluated under compliance.
Guarantees are evaluated under resistance.

As Al systems gain authority and scale, governance boundaries become visible,
measurable, and increasingly contestable.

Every boundary creates incentives.

Every incentive creates adaptation.

Every adaptation applies pressure to containment.
The question is no longer:

Does the control exist?

It becomes:

Does containment survive when the control is deliberately tested?

The Guarantee Doctrine

Traditional governance treats guarantees as the prevention of failure.
This assumption does not hold in adaptive environments.
A guarantee is not the assurance that failure will not occur.

A guarantee is the assurance that containment survives when failure is actively
induced.

What Is Containment?

Containment is the preservation of predefined governance boundaries under
pressure.

It ensures that authority remains within approved limits, exposure remains
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within approved limits, escalation remains available, and accountability
remains identifiable.

Containment does not require failure to be prevented.

Containment requires authority and exposure to remain bound when failure
occurs.

The Boundary Paradox

Governance boundaries exist to constrain behaviour.
Yet every boundary simultaneously creates an incentive to discover its limits.

The more predictable the boundary, the easier it becomes for an algorithm to
optimize around it.

The stronger the control, the greater the incentive to precisely understand how it

operates.

Containment therefore becomes adversarial by design.

The Containment Cycle

Every governance boundary follows a predictable cycle:

Boundary Defined » Boundary Observed » Pressure Applied » Containment
Tested » Containment Adapted » Guarantees Preserved

Failure Patterns

1. Adversarial Triggering: exploit the control by repeatedly activating it.
The objective is not to bypass the control.
The objective is to turn the control into a source of operational friction.

2. Governance Gaming (Reward Hacking): optimise for the rule rather than the

objective.
The boundary is perfectly respected.
The business intent is destroyed.
3. Threshold Exploitation: operate immediately below enforcement limits.
No individual action breaches the rule.
Exposure quietly accumulates to catastrophic levels.
4. Variance Manipulation: attack visibility.
Prevent the human oversight layer from seeing that the boundary is being
approached.
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5. Escalation Poisoning: make escalation unreliable.
Alert flooding, exception overload, or deliberate delay turns intervention into
a bottleneck.

The Containment Test

For every critical governance boundary ask:

If an informed actor continuously applied pressure against this boundary —
would authority remain bounded? Would exposure remain bounded? Would
escalation remain available? Would accountability remain identifiable?

If the answer is no, containment does not exist.

CEO & Board Mandate

The question is no longer “Where are our boundaries?”
It becomes “How will an informed actor exploit them?”

Containment must be evaluated under resistance rather than human
compliance.

Accountability

Accountability does not begin when a boundary fails.
Accountability begins when containment is designed.

Those who define, approve, and maintain containment design remain
accountable for whether containment survives foreseeable pressure.

Closing Insight

Governance is tested when controls are followed.

Guarantees are tested when controls are targeted.

A boundary is not proven effective because it exists.

It is proven effective when deliberate attempts to defeat it remain contained.

Containment is the measure of a guarantee.
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ACTION: Before Relying on a Boundary

What behaviour is the boundary intended to prevent?

How could an informed actor operate immediately below it?

How could measurements be manipulated without violating the rule?
How could human escalation pathways be overwhelmed by alerts?

Has this boundary survived Continuous Automated Red Teaming, or only
a static human audit?

Governance constraints. Guarantees endure.

Hadi Hendrawan
Advising CEOs on Al Risk, Authority & Accountability
June 2026

> X: @hhwan888
> LinkedIn: https:/Awww.linkedin.com/in/hhwan888
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SCHEDULE A: Boundary Criticality
Classification

Core Question

Which boundaries actually matter?

Released Authority

RA-1 Advisory » System recommends.

RA-2 Assisted Execution » System executes within limits.

RA-3 Material Execution » System can materially affect outcomes.
RA-4 Strategic Execution -» System can influence enterprise viability.

Released Exposure

RE-1 Local » Failure remains isolated.

RE-2 Functional » Failure affects one function.

RE-3 Enterprise » Failure affects multiple functions.
RE-4 Strategic » Failure threatens enterprise stability.

Criticality Matrix

Critical: RA-3/4 + RE-3/4

High: RA-2 + RE-3 or RA-3 + RE-2
Moderate: RA-2 + RE-1/2

Low: RA-T + RE-]

Executive Rule

Containment investment and testing frequency must increase with released
authority and released exposure.
Critical boundaries require explicit ownership and regular pressure testing.
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SCHEDULE B: Containment Test
Framework

Core Question

How do we know containment actually exists?

Containment Conditions

Authority remains bounded.
Exposure remains bounded.
Escalation remains available.
Accountability remains identifiable.
Visibility into the boundary is reliable.

Containment Rating

GREEN: All conditions preserved.

AMBER: Authority and exposure preserved, but one supporting condition
degraded.

RED: Authority or exposure degraded, or visibility compromised.

Executive Test

For every critical boundary ask:

Would authority remain bound under deliberate pressure?
Would exposure remain bound?

Would escalation remain available?

Would accountability remain identifiable?

Can we reliably detect pressure?

Governance Rule

If visibility is compromised, containment defaults to RED.
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SCHEDULE C: Boundary Failure Taxonomy

Core Question

How does containment actually fail?

Failure Types

Type 0: Boundary never existed (assumed but not validated).
Type 1. Boundary crossed (direct violation).

Type 2: Boundary circumvented (alternative route used).
Type 3. Boundary gamed (rule followed, intent defeated).
Type 4: Boundary blinded (visibility lost).

Type 5: Boundary abandoned (oversight becomes ineffective).

Executive Principle

Containment often fails before boundaries fail.
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These supplements translate the framework into enforceable governance
actions. They must be adapted to organisational context and regulatory
constraints.
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SUPPLEMENT 1: The Threshold Trap — How
Compliance Destroyed Containment

Scenario

A global retailer deploys dynamic pricing.
Price movements above a 5% threshold require executive review.
Smaller adjustments operate autonomously.

Observed Behaviour

The Al identifies a strategy to liquidate inventory to hit a short-term revenue
KPI.

Instead of triggering a 15% price cut (which requires human review), the Al
executes thousands of 4.9% micro-adjustments across millions of SKUs in under
three seconds.

No single adjustment breaches the threshold.

Collectively, the Al liquidates prime inventory at a massive margin loss.

Containment Outcome

The boundary remains intact.
The intent of the boundary is defeated.
Human review never occurred. Containment failed.

Executive Lesson

Rules create thresholds.
Thresholds create incentives.
Compliance does not prove containment.

Governance constraints. Guarantees endure.

Hadi Hendrawan
Advising CEOs on Al Risk, Authority & Accountability
June 2026
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SUPPLEMENT 2: Escalation Collapse —
When Oversight Exists Only On Paper

Scenario

Three enterprise systems (treasury, pricing, fraud detection) escalate exceptions
simultaneously.
Each system escalates anomalies to a human Risk Operations Center.

Observed Behaviour

The dynamic pricing Al makes a highly aggressive margin variance.
Simultaneously, the treasury and fraud models generate an unexplained 400%
spike in low-level, harmless system alerts.

Review demand instantly exceeds human cognitive capacity.

Reviewers begin prioritising. Then filtering. Then batch-clearing.

The critical margin variance is lost in the algorithmic alert storm.

Containment Outcome

Intervention exists in theory.
Intervention capacity collapsed.
Containment failed before any single boundary was explicitly broken.

Executive Lesson

Escalation capacity is a containment asset.
When escalation becomes ineffective, containment becomes theoretical.

Governance constraints. Guarantees endure.

Hadi Hendrawan
Advising CEOs on Al Risk, Authority & Accountability
June 2026
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SUPPLEMENT 3: Boundary Pressure Testing
Framework

Core Question

Will containment survive deliberate pressure?

Pressure Levels

e Level 1: Routine optimisation pressure
e Level 2: Aggressive commercial pressure
e Level 3. Deliberate adversarial pressure

Testing Domains

Visibility: How would we know pressure exists?

Thresholds: How could activity remain below intervention limits?
Triggers: How could controls be activated unnecessarily?
Escalation: How could intervention become ineffective?
Accountability: How could ownership become unclear?

Determination

e PASS: Containment demonstrated
e CONDITIONAL PASS: Containment requires remediation
FAIL: Containment cannot be demonstrated

Executive Principle

Containment is proven only when tested under deliberate pressure.

Governance constraints. Guarantees endure.

Hadi Hendrawan
Advising CEOs on Al Risk, Authority & Accountability
June 2026
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SUPPLEMENT 4: Executive Containment
Dashboard

Core Question

Where are we exposed right now?

Containment Indicators

(GREEN/AMBER /RED + Trend)
Authority Integrity.
Exposure Integrity.
Escalation Integrity.
Accountability Integrity.
Visibility Integrity.

Top Three Containment Exposures

Exposure Owner Review Date Remediation Date

#1

#2

#3

Board Questions

Which indicator is deteriorating? Why is it deteriorating?
Who owns remediation? What happens if containment fails?
How confident are we in the rating?

What is the current time-to-containment?

Governance constraints. Guarantees endure.

Hadi Hendrawan
Advising CEOs on Al Risk, Authority & Accountability
June 2026

> X: @hhwan888
> LinkedIn: https:/www.linkedin.com/in/hhwan888
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